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sn1s Mame: BR-VDEATA0-24
swltchTwpe:

05

Fall Tnit: 1
Time Awake:

e swO# show chassis FaN Unit: 2

Time twake:

POWEE SUPPLY Tnit: 1
F3 Part MNum:

verlal Mum:
Marmfacture: tav: 20 Month:
Update: : 4 Month:
Time &liwve: 3
Time fwake:

FOWER BUPPLY [nit: 2
Part MNum:
verial Mum:
H:tnu facture: tav: 20 Month:
Ip date: ) ! Month:
Time Aliwe:

54 THO09
>l mMonth:
14 Month:
T 1me & 1 z 5
Time dwale:

Blrflow directlion : Port slde Intake
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e swOH# show version

swi# show verslon

Network Operating System Zoftware
Network Operating bem Verslon: 4.1.2
Copwright (o) 1995-2014 Brocade Communicatlons 3wstems, Inc.

Flrmware name: 4.1.2a

mild Time: 21-01-42 Tul . 2014
Install Time: 9-52-18 4nz 22, 2014
Eernel: 163 6

] ..II II
s U

E I'I'l']_: rom: ‘_I
Control Processor: es00+2 with 2048 ' af meno v

Fr i]-ﬂ.El. Ij.."'l.l' nar |:|I'].|i a1 Wers ]_ ons
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e swWO# show system
swil# show svstem
Stack MaAC - 00-27:-f4:-3a-11:-00

-- TMHIT 0O --
Inlt MName - swll
swlich wtatus : Online
Hardware Eew
Tenglgahl1tEthernet Port{s)
Up Time oup 1:20
Current Tilme - D&-11:06 GMT
NO3 Verslon
Jumbo Capahle

mrned In MAC : 27-Fa-34-11-00
Management IP ' LE.
Management Fort Status

-- Power Snnolies --
Pl 1z QK
w2 1s fanltwy

Fan 2 1%




logging

« FlogiE 1 £syslog server

swO(config)# logging syslog-server 192.168.100.101

« :Elog B RHIZER
swO(config)# logging raslog console INFO
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= SUpportTiE 2

I\P

* swO# copy support ftp host 192.168.100.100 user user
password user123 dlrectory/

started on rhridege-id 21.

[NFQ, VDX 24, Copy support upload Operation started.
avl), module:

Saving support information for chassig:ewl, module:INFREL...

2015/01/09-09:43:05, [S5-10007, 32010,, INFQ, YDE&T20-24, Copv support upload operation iz completed.

Slot Hame S5 type Completion Percentage

FHEFEFF R AR P P R PR R R

SWITCH HOEMAL

Copy support conpleted

2015/01409-09:43:05, [S5-2001], 32011,, INFO, VI: 0-24, Copy zupport completed on rbridee-id 21.




72 R THEE

swO# copy default-config startup-config
This operation will modify your startup configuration. Do you want to continue? [y/n]:y

2014/12/24-10:32:27, [DCM-1101], 26995,, INFO, VDX6740, Copy running-config to
startup-config operation successful on this node.

swO# reload

Warning: Unsaved configuration will be lost. Please run “copy running-config startup-
config’ to save the current configuration if not done already.

Are you sure you want to reload the switch? [y/n]:y

The system is going down for reload NOW !!



B VDX License

w5 BT EL 2225/ License

swO# show license
rbridge-id: 1
XXXXXXXKXXXXXXXXXXXKXKXXXXXXXXKXKXXKXXXXX
FCoE Base license
Feature name:FCOE_BASE
License is valid
XXXXXXXXXXXXXXXXXXXKXKXXXXXXXXXXXXXKXXXXX
Ports on Demand license - additional 8 port upgrade license
Feature name:PORTS_ON_DEMAND 1
License is valid
XXXXXXXKXXXXXXXXXXXKXXXXXXXXXXXXXXXKXXXXX
VCS Fabric license
Feature name:VCS_FABRIC
License is valid



B VDX License
HriEicense

« BV#SLicense Key (XML#E) - 5lI¥0: 20121028222102721CAK00002267.xml
FIFAEZXMLIEZE 218 - License keyZi<lickey>E</lickey> AP AXF - BIZ* -
<?xml version="1.0" encoding="1S0O-8859-1" ?>
- <lic:licenselnfo xmlns:lic="http://license.brocade.com/licensefile">
- <licenseHeader>
<serialNumber>BWE2516H01E</serialNumber>
<productNumber>BR-VDX6710-54VCS-01</productNumber>
<description>VCS_FABRIC</description>
<version>1.0</version>
<dateGenerated>20121028222102721</dateGenerated>
</licenseHeader>
- <license>
<featureName>VCS_FABRIC</featureName>
<featureVersion>1.0</featureVersion>
<lickey>1BZ8C4,LQrZngxCz1,UJtZ3e2,Ls,xXiLtgLlemC74wNLObWoNmMTCUjVEDUNDYmBsCT,
/licKey>
</license>
</lic:licenselnfo>



EFHVDX License
Friglicense
o ¥ri8License

swO# license add licStr [*BZ8C4,LQrZngxCz1,UltZ3e2, Ls,xXiLtgLlgmC74wNLObWoNmTCU;V8D |
|UNDYm BsCf,LZynfdSaC370N3ruE,6mVC9ul9,Wxr8A4YPZ7RZB50f1” |

« PR License (Feature Name)
swO# license remove licStr IVCS_FABRICI
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= TEManagement
out band#lin band

- XM FE5% 18 (RBrigelDf|, VCSID 1)
Out of band MGMTTEEE Ainterface Management[1}0
swO# conf t
swO(config)# interface Management 1/0

swO(config-Management-1/0)# ip address 192.168.2.5/24

« 5% Edefault gateway
(default gatewayAlLayer 3BCE - TErbridge-id M EITERE)
swO(config)# rbridge-id 1
swO(config-rbridge-id-1)# ip route 0.0.0.0/0 192.168.2.1

*In bandB 38 - o] PAZEBVLAN bind IP(VE)ZE1T -



NOS firmware download




NOS Firmware Download
FESIVDXAINOSHE A

* SWO# show version all-partitions

Network Operating System Software

Network Operating System Version: 4.1.0

Copyright (c) 1995-2014 Brocade Communications Systems, Inc.
Firmware name: 4.1.0a

Build Time: 16:32:31 Feb 14, 2014

Install Time: 08:01:17 Mar 18, 2014

Kernel: 2.6.34.6

BootProm: 2.2.0

Control Processor: e500v2 with 2048 MB of memory

Appl Primary/Secondary Versions

NOS | 4.1.0a
4.1.0a



NOS Firmware Download
B VDXAYNOSHR A

« NOSTJ 7538 FTP ~ SCPEYSFTPEST AR AN BB F

. ENOS%&F}_ RERERIRINIRE &% - (FR/FTPRVESEE - I h
=| PT7IN

Users X
Page: ~ Shared folders Users
Fil
- General Directories | Aliases |v—|e; o
- Shared folders H E:\Brocade\Broc... = 'WT :
- Speed Limits = rite
“..IP Filter ATEHK ﬂ E

Please select a folder that should be added to the folders list of

the wlerted neer arcannt

E:\Brocade'Brocade Firmyare\NO.. \nosd .1 Oa

=45y nosd.1.0a 4l
E]@ nost.1.0a
-7 common
e B | || gemove |
=) SWBD95
Add i SWEDS6 | cone |
: : {3 SWBDg7
A directory alias - local
path, Separate j‘j gggg?g?
If using aliases, 3 42 SWED112
L =) SWBD116
| B .= swep123 =
oK _
b [ me | ma |

Cancel I




NOS Firmware Download
BT VDXHINOSHE A (Cont.)

 SWO# firmware download interactive

Server name or IP address: 192.168.2.150
File name: /

Protocol (ftp, scp, sftp): ftp

User: admin

Password: * %% #%x*

Reboot system after download? [y/n]:y
Do Auto-Commit after Reboot? [y/n]:y
Performing system sanity check...



NOS Firmware Download

« E=downgrade - BREZHIRER -

swild firmware dowmload interactiwve
Server name or IP address: 192.168.10.1
File name: /

Protocal {ftp, scp, sftp): fip

User: user

Pasgword; ##ksss

Behoot svstem after download? [+/nl:v
Do snto-Commit after Beboot? [win]:v
Performing swstem sanity check...
Failed to access fip://ugerp;¥desrnglay 168,101/
The server 15 Inaccessible or flomware path is Invalid, Please make sure the server name or IP address, the userfpassword and the f1
rmware path are walid.,

swil# firmware dowmload interactiwve
Server name or IP address: 192.143.10.1
File name: f

Protocal {ftp, scp, sftp): fip

Uzer: user

Pasgward,; *#dkss

Eeboot svstem after download? [+/n]:v
Do snto-Commit after Beboot? [win]:v
Performing svitem sanlty check. ..

Flrmware downgrade from the current wersion to NOB 4.0.x does not support I[280. If any new feature of the current release 1: enakled
, please use the defaunlt-confiz option for the dewngrade, otherwise please use coldboot option for downgrade.

Filrmware cannot be dowmgraded to 4.0 1f fooe enodes conflguration 15 in local mode. Please apply 'encdes-conflg global' under focoe f
abric-map to allow dowmgrade

The preinstall script failed,




NOS Firmware Download

A ALl N ES -
swO(config)# fcoe
swO(config-fcoe)# fabric-map default

swO(config-fcoe-fabric-map)# enodes-config global

1

« ZRBEMEMNOSRID]

[Tl

port

port

port
po




52 E VCS Mode (Fabric Cluster Mode)




Configuration Management

* Each switch in an Ethernetfabric is its own master and holds its
own copy of the configuration

- All interface configurations are local to each switch

* [N NOS 2.0.0a, the administrator must perform the following:
- Logon to each individual switch to configure

- Provision each feature on each switch

* Forexample, VLAN creation has to be done on both RB1 and RB2 in order to
allow traffic between te 1/0/2 and te 2/0/2 for a VLAN




RBridge ID and VCS ID Assignment

* INnNOS 4.xx .aunique RBridge ID is assighed manually by the
administrator, along with the fabric VCS ID
VDX67204 vcs rbridgeid [11]vesid 100 enable

* Enabling VCS requires the switch to be rebooted and all
configuration information is removed

* The RBridge ID can also be explicitly set usingt
VDX6720# vecs rbridgeid <value>

* The RBridge |D assigned to a switch is persisted across reboots

» All interface configurations use the RBridge |ID as the first
nhumber in the interface number
VDX6720 (config)# interface tengigabitethernet 11P0{1




Command Variations

VCS Configuration Task VCS Command Example

Disables the switch, sets the RBridge
ID, and enables VCS mode at the VDX6720% ves rbridgeid 11 enable
sametime

Disables the switch, sets the VCS ID
and the RBridge ID, and enables VCS VDX6720#% ves rbridgeid 11 vesid 100 enable
mode

Changes from Fabric Cluster mode to
Standalone mode (sets the RBridge = VDX6720# no ves enable
IDto 1 andthe VCSID to O)

VDX6740%85% =enablely - REZE irbridgeidB]o] -
VDX6740# vcs rbridgeid 2 vesid 2

Note: Inabove examples, the user will be notified that the switch will be rebooted and will be asked:
“Do you want to continue? [y/n]:"

£ ERBridge IDAVCSID - 15X BEAFER enable
#3f : VDX6720# vcs rbridgeid 12 vcsid 10 [enter]




Verifying RBridge ID and VCS ID Assignment

* After assigning an RBridge ID, a VCS ID, and rebooting, you can
verify the VCS configuration using the show vcs command

VDX-6710# sh vcs

Config Mode : Local-Only

VCS Mode : Fabric Cluster
VCSID: 2

Total Nutnber of Nodes : 2

* The host name can be changed using the
switch—attributescommand in the following syntax:

switch—-attributes <rbridgeid> host-name <name>

VDX6720 (config) # switch-attributes 11 host-name VDX11

VDX1ll(config-switch-attributes-11) #




Fabric ISL Configuration

* Limited configuration is allowed on ISL interfaces
* No configuration needed for normal ISL operation (default

*

configuration is already configured)

interface TenGigabitEthernet 11/0/1
fabric isl enable
fabric trunk enable

no shutdown

|ISLs can be shutdown and have ISL and trunk functionality
turned on or off

VDX1ll (config-if-te-11/0/1)# [no] shutdown

VDX11l (config-if-te-11/0/1) # [no] fabric isl enable

VDX1l (config-if-te-11/0/1)# [neo] fabric trunk enable



Rules for Fabric Trunk Formation

* Fabric trunks do not form unless member ISLs are part of the
same port group and are configured for the same speed

* Port groups:
- VDX 6720-24: 1-12; 13-24

c‘::bep'::: |pLo?1 .prup.l SO e e e ..0.0000_.

[ Lases J[mses ] (5557 1.2 3 4 9 1011 12 || 1718 19 20

5678 | 13141516 2122232

Group2 |

- VDX 6720-60: 1-10; 11-20; 21-30; 31-40; 41-50; 51-60

U U LU 0 () O

ENET 4o o el W e =R, = -
0"0" P 41 42 43 44 &5 51 52 53 54 55
0@ | 46 47 48 49 50 | |56 57 58 59 60
Group 1 oup U Aroun 2

[E] X B2 3 % 5 11 12 13 14 15
e 6 7 8 9 10 16 17 18 19 20

e PR e e e

21 22 23 24 25 31 32 33 34 35
26 27 28 29 30 36 37 38 39 40




Rules for Fabric Trunk Formation

-VDX6740-48: 1-16; 17-32; 33-40 49-50; 41-48 51-52

Group 3




Example Topology

* Shows ISL connections between switches in an Ethernet fabric

Ethernet Fabric




Verifying Fabric ISL Formation

* To quickly identify which ports are being used as ISLs or edge
ports, use the show ip interface brief command

VD¥11l# show ip interface brief

Interface Ir-Address Status Frotocol
TenGigabitEthernet 11/0/1 unassigned up up
TenGigablitEthernet 11/0/2 unassigned up

TenGigabitEthernet 11/0/3 unassigned up

TenGigabitEthernet 11/0/4 unassigned up

TenGigabitEthernet 11/0/5 unassigned up

TenGigabitEthernet 11/0/6 unassignead up

TenGigabitEthernet 11/0/7 unassigned up

TenGigabitEthernet 11/0/8 unassigned up

TenGigablitEthernet 11/0/9 unassignad up

TenGigabitEthernet 11/0/10 unassigned up up




Verifying Fabric ISL Formation (cont.)

* NOS has a set of show commands to gather information about
the fabric

VDX11# show fabric °?

Possible completions:

all Provides entire VCS fabric membership information
isl Provides ISL information

islports Provides switch and port information

route Provides routing information

trunk Provides trunk ISL information




Verifying Fabric ISL Formation (cont.)

VDX11l# show fabric all

| VCS Id: 100|

Config Mode: Local-Only

IP Address

RBridge—-ID
11 10:00:
12 10:00:
21 10:00:
22 10:00:

The Fabric has 4

00:05:33:40:1A:B1
00:05:33:40:4F: 1B
00:05:33:3F:E1:4B
00:05:33:40:27:5D

RBridge(s)

10.255.248.

10.255.248
10.255.248
10.255.248

198

.15%
.220
.221

Indicates
Principal Switch

"vDX11"
"vDx1z2"
"VDXZ21

"VDX22"

Inducates which switch
you are logged in on




Verifying Fabric ISL Formation (cont.)

VDX11l# show fabric isl

RBridge-ID: 11 $#ISLs: 2

Src-Port Nbr-Port Nbr—-WWN BW Trunk Nbr-Name
Te 11/0/3 Te 12/0/3 10:00:00:05:33:40:4F:1B 30G Yes "yDX12"
Te 11/0/20 Te 12/0/20 10:00:00:05:33:40:4F:1B 110G Yes "yDX12"

Ethernet Fabric




Verifying Fabric ISL Formation (cont.)

VDX12%# show fabric isl

RBridge-ID: 12 $1SLs: 3

Src-Port Nbr-Port Nbr—-WWN BW Trunk Nbr-Name
Te 12/0/3 Te 11/0/3 10:00:00:05:33:40:1A:B1 30G Yes "yDX11"
Te 12/0/20 Te 11/0/20 10:00:00:05:33:40:1A2:B1 110G Yes “VDX11*
Te 12/0/24 Te 22/0/24 10:00:00:05:33:40:27:5D 10G Yes n"yDX22"

Ethernet Fabric




Verifying Fabric ISL Formation (cont.)

ISL 10:00:00:05:33:40:4f:1b "VDX1l2" (upstream) (Trunk Primary)

The show fabric islportscommand only
displays ISL ports. If a device is connected to port
11/0/19, then the output displays it as down.

VDX11%# show fabriec islports

Hame : VDX11

Type: 95.2

State: Online

Bole: Fabric Subordinate

VCSs Id: 100

VC5 Mode: Fabric Cluster
REridge-ID: 11

WWH = 10:00:00:05:33:40:1a:b1
FCF MAC: 00:05:33:40:1a:bl

Fort State Cperational State
Te 11/0/1 Down

Te 11/0/2 Down

Te 11/0/3 Up

Te 11/0/4 Up ISL (Trumk port, Primary is Te 11/0/3 )
Te 11/0/5 Tp ISL (Trunk part, Primary is Te 11/0/3 )
Te 11/0/6 Down

Te 11/0/7 Down

Te 11/0/8 Down

Te 11/0/9 Down

Te 11/0/10 Down

Te 11/0/11 Down

Te 11/0/12 Dawn

Te 11/0/13 Down

Te 11/0/14 Down

Te 11/0/15 Down

Te 11/0/16 Down

Te 11/0/17 Down

Te 11/0/18 Down

Te 11/0/19 Down

Te 11/0/20 Up

<truncated output>

ISL 10:00:00:05:33:40:4f:1b "VDX12" (Trunk Primary)



Verifying Fabric ISL Formation (cont.)

VDX12# show fabric trunk

RBridge-ID: 12

Group Src-Port Nbr-Port Nbr-WWwN
1 Te 12/0/3 Te 11/0/3 10:00:00:05:33:40:1A:B1
1 Te 12/0/4 Te 11/0/4 10:00:00:05:33:40:1A:B1
1 Te 12/0/5 Te 11/0/5 10:00:00:05:33:40:1A:B1
2 Te 12/0/20 Te 11/0/20 10:00:00:05:33:40:1A:B1
3 Te 12/0/24 Te 22/0/24 10:00:00:05:33:40:27:5D

Ethernet Fabric




Viewing FSPF Routing Topology

VDX12# show fabric route topology

Total Path Count: 4

Src-ID Dst-ID OutPort Hop S Cost Nbr-Port
12 11 Te 12/0/3 1 500 Te 11/0/3
1 200
21 Te 12/0/24 2 1000 Te 22/0/24
22 Te 12/0/24 1 500 Te 22/0/24
ey
SourceRB
Hop count

Yes
Yes
Yes

Different bandwidth.
same link cost

Ethernet Fabric




Verifying VCS MAC Forwarding Database

VDX11l# show mac-address-table

VlianId Mac-address

1002 Oefc.000b.2200
1002 Oefc.000b.2700
1 0100.1111.2222
1 0050.56b£f.0005
1 0050.56b£f.0006
1 0050.56b£f.0007
100 0010.9400.0005

Total MAC addresses

This is the eNS

Type State

Ports FCoE MAC addresses
which are assigned by the

FPMA 4 3 x7cs Ta 11/0/10 )
: switchare shown as FPMA
FPMA Active Te 11

Static Inactive
Dynamic Active
Dynamic Active
Dynamic Active

Dynamic Active

Te 12/0/6
Te 22/0/4
Te 22/0/6
Te 22/0/4
Po 10

MAC address uses ingress
port to the fabric of
portchannel 10

The type field specifies whether
the MAC entry was dynamically
learned or statically configured




MAC Aging Time

* Must be configured on every switch

RB11# show mac-address-table aging-time
MAC Aging-time : 300 seconds (Default aging time)

RB11l (config)# mac-address-table aging-time ?
Possible completions:

<unsignedInt, 0 | 10 .. 100000>

RB11 (config)# mac-address-table aging-time 600




Clearing MIAC Address Table

* Clearing a MAC address on any switch clears the MAC address on all
switches in the fabric

RBl11# clear mac-address-table dynamic ?

Possible completions:

address MAC address type
interface Interface status and configuration
vlan Vlan interface

| Output modifiers
<Cr>

* Thiscommand clears all dynamically learned MAC addresses from the fabric
(fromall RBridges)

RB11# clear mac-address-table dynamic

* Cleara static MAC address by using a no statement

RB1l1l (config) # no mac-address-table static 0000.1111.2222
forward te 11/0/6 wvlan 2




=52 7E VCS Mode (Logical Chassis)




Configure your Fabric in logical-chassis mode
Define unique rbridge ID for each VDX

» Step 1: Configure VCS ID and RBridge IDs

swO# ves vesid 10 rbridge-id 10 logical-chassis enable

VCS10 l

== LA

swO# ves vesid 10 rbridge-id 20 logical-chassis enable

G VDX6730
Gid”® VDX6720

« Same VCS Id accros the cluster

* Unique rbridge ID for each VDX
p=}




Logical Chassis Mode

In logical chassis mode, all switches in an Ethernet fabric are
managed as if they were a single chassis

— Requires NOS v4.0 or higher

This module deals specifically with the distribution of
management dala with in the fabric

If the issue is with the formation of the fabric or a switch
missing from the fabric see on Fabric Formation issues

If the issue is telnet connectivity to the principle check the
module titled Telnet




Verify Config Mode

Run Command; show wvcs

* Verify which switches are supposed to be in the fabric and verify
VCS mode:

Distributed means that VCS
Logical Chassis mode is enabled?
VDX1%# show vcs

Config Mode : Distributed —_—

VCS ID : 10
ves GUTD : 2be25fbhe-6T1de-4807-8feQ-88b3C0nbaf0a

n

Total Number of Nodes
Rbridge-Id WWN Management TP Status HostNamea
1 (:)0:00:00:05:33:40:48:5€:) 10.255.248.7 Online VDX1

2 10:00:00:05:33:40:CC:FC 10.255.248.8 Online VDX2

4 10:00:00:05:33:FD:F6:54 0.255.248.118 Online VDX4
S
6

10:00:00:27:F8:9A:DF: A4 .255.248.28 Online VDX5
10:00:00:27:F8:9C:3C:A8B .248.29 Online VDX6

The > indicates this switch

iS the principal switch2 The * indicates Wh|Ch SWitCh

you are currently logged in on




Checking for a Virtual IP (VIP)

* Determining the VIP

VDX14# show ves virtual-ip
Virtual IP :110.255.248.115/25

Assoclated rbridge-id : 1

* In this example either the VIP or the physical IP address of the
management port can be used to access the principal switch

* Use the following command to set a VIP if needed

VvDX1 (config)# wves virtual IP address 10.0.0.1/24
VDX1 (config)# do show ves wvirtual-ip
Virtual IP : 10.0.0.1/24

Associated rbridge-id 8 2




Configuration Changes from Non-Principal
Switch

* When in VCS Logical Chassis mode most all configurations
changes must be done from the principal switch?t

— If attempting to make a configuration from the non-principal switch
that is not allowed? the following message will be displayed

SWl (conf-if-te-2/0/1)4% switchport

%Error: This operation is not supported from a secondary node




Configuration Local* / Global

* Local (Port/Interface or * Global
Switch Level) configurations ~ Username/RBACs
— Fabric ISL - VLAN
- MTU — Port Profiles (name, size, activate,
— LLDP DCBX QoS, security, VLAN, binding to Mac)
~ Channel group — MAC address list, MAC address
— LACP timeout — IP Access List, IP IGMP snooping
~ QoS — LACP System Priority
— |P and L3 configuration — vCenter Name
— Port Profile Port — AAA authentication login, Radius
server
— sFlow

— VCS Virtual IP Address
— Monitor Session
— Event trap level

— Licensing




Configuration Local / Global (cont.)

* To view the local configuration run command:
VDX1# show local-running-config

* To view the global configuration run command:
VDX1# show global-running-config




Adding a Switch

* The incoming switch is required to have the default
configuration
- If wanting to preserve interface configurations, backup/restore the

local configuration for that switch using the copy local-running-
config command

* Joining switches (new switches) receive the configuration
database from the Principal switch

"\

* There is no administrator incoming node contains 3 p

. . . the default configuration
intervention required 10 ey ==y == #
Principal '

add a switch into the LC

-/
after the required # é@ VeS®

conditions are met FABRIC

5




Adding a Switch (cont.)

SWl# show wes
V5 ID + 1

VC5 GUID 8 e = T R = R = R K

R-Bridge WWN Switch-MAC Status

1 »11:22:33:44:55:66=77:81 LB BE:CC::DD:EE:F1 OCnline

2 11:22:33:44:55:66:77:82 AA:BRB:CC::DD:EE:F2 Online

3 #11:22:33:44:55:66:77:83 AR:BRB:CC::DD:EE:F3 Online

4 11:22:33:44:55:66:77:84 AM:BB:CC::DD:EE:F4 0Online

5 11:22:33:44:55:66:77:85 LA:BBE:CC::DD:EE:F5 Online

() 11:22:33:44:55:66:77:86 LB :BBE:CC::DD:EE:F6 CDming Cnline
Note:

> Indicates the Cluster Principal
* Tndicates the current node on which this command is executed




Rejoining a Switch

» Switches that are temporarily isolated from a LC for reasons
such as (rebooting, link failures) can re-join the LC

* The joining switch should have the default configuration OR

* The joining switch should have the same configuration as the
fabric

Joining node contains

° SWltCh re_jo inis ve ry the default configuration

or the same configuration

Slml|al’ tO 8ddlng a astherestmthecluster: :—_:-
switch except there is J d J
no post-boot step

since the configuration } ﬁ x&%

is already in sync




Removing a Switch (cont.)

SW1l# no ves logical-chassis enable rbridge-id 3 default-config

This operation will perform a VCS cluster mode transition for the
selected rbridge-ids and reboot the selected rbridge-ids. The
default-config will be applied and any existing conflgurations will
be lost during the transition. Do you want to continue? [y/n]:y

VCS cluster will be transitioned from Logical-chassis mode to Local-
only mode.

Cluster formation is in progress. Please try after sometime.

exiting node is removed from the

switches in the Management Cluster. .s#.. y 9
p—
p—

All configuration information for the J

FABRIC



Removing a Switch (cont.)

* If a switch is physically disconnected from the fabric, the LC
fabric retains all configuration information regarding the
disconnected switch

 When issuing fabric commands such as show vcs, the switch
will still be listed as a member RBridge in the LC, but will have a
status of offline

* To keep the fabric configuration up-to-date, one of three steps
should take place:

— The switch is reconnected to the fabric
— The “switch replacement” procedure is completed (next slide)

— The database is updated by issuing the following command from the
principal switch in the LC fabric:

* SW1# no ves enable rbridge-id <ID>



Switch Replacement

* One of the benefits of having a distributed configuration is that
a switch can be physically replaced upon failure

* VCS switch replace - with Rbridge ID and WWN

* New switch will be rejoined to the fabric as a previously known
switch

* No need to use snhapshot, configuration is downloaded as part
of switch replacement

—
Replacing a node because of —
p rOCEd ure a FRU or other failure is simple. /d

BROCADE

VCS*

FABRIC



Switch Replacement (cont.)

SW1l# ves replace rbridge-id 239

Enter the WWN of the new replacement

10:00:00:05:33:EA:62:3C

This operation will remove and replace the switch from the fabric. Do you want
to continue? [Y/N]y

SWl# show wvcs

Config Mode : Distributed

VCE ID « BR19Z2

VCS GUID : 80abefce-%aB8a-433e-ada%9-9847f16%75cbh
Total Number of Nodes : 6

Rbridge-Id WIWN Management IP Status HostName
112 10:00:00:05:33:6D:AE:F4 10.20.50.112 Online SW1
114 10:00:00:05:33:6E:35:E4 10.20.50.114 Online SwWl
115 >10:00:00:05:1E:CD:4B:6A* 10.20.50.115 Online 5wl
118 10:00:00:05:233:14:22:00 10.20.50.118 Online SWl
238 10:00:00:05:33:79:8D:2C 10.20.51.23 Online Swl

239 10:00:00:05:33:EA:62:3C 10.20.51.19 Rejoining SW1




Logical Chassis - Principal Priority
Principal Priority

* The configuration will only be allowed from the principal switch
* User can configure/change priorities of switches at any time

* When migrating from Fabric mode-to-LC mode, if the admin has
not configured any priority, the current Fabric mode principal will
act as LC principal

* Assigning priority will not trigger fabric formation
— User needs to explicitly issue CLI for principal switch change



Logical Chassis - Principal Priority
Principal Priority

* Principal switch priority configuration

SW1 (config) # rbridge-id 3
SW1 (config-rbridge-id-3)# logical-chassis principal-priority 10
SW1 (config-rbridge-id-3)# end

* Principal switchover CLI

SW1l# logical-chassis principal switchover




ECMP




Ethernet Fabrics
Equal Cost Multi-pathing




ECMP provides very even traffic balance

RBEZ2E show interface tengigabitethernet include rate

Queuelng strategy: fifo
Input 2427.565040 Mbits/
Cutput

RBEZ# show

Queueing strate
Input 2464.649672
output 2463.2

RBZ# show

Queueing

e L

Input 2441.272776
Output : : : / sec,
RBZ# show in : sthernet 2/0/3 nclude
Queueing strat

Input

Output

re2#

line-rate
line-rat

line-~rate

line-rate




ECMP Redistribution

REZ (conf-if-~-te-2/0;

Queueing strategy:
Transmit

Input

Output

RBZ (conf-if-t 2/ 0y

Queueing Stre
Transmit St
Input
Qutput
REZ (conf-1if-t
Queueing
Transmit
Input
output

RBZ (conf-if-te-2/0;

/1)# do show

fifo

MHbhits,
Mbhit

/1) # do show

fifo

392 Mhits,;

'1)# B

b

interliace

tengigabitetl

¥




Use another port group intertace: 10/0/17

FEBl10# show fabric isl

Bbridge-id: 10 $I5Ls: 2

Src Src Hbx Hbr
Index Interface Index Interface Hbr —WWH BW Trunk HNbr-Hams
le T= 10/0/%9 a Te 2045079 10:200200:05233:94:EB:2D 20G Yes WRBZOM™
24 Te 10/0/17 10 Te 20/0/11 10:00:200:05:33:94:EB:2D 106G Yes WRRZO™
- ey & o4 P

Iperf Client Iperf Server
192.168.0.200 192.168.0.100



Use another port group intertace: 10/0/17

EB10# show fabric route topology

Total Path Count: 2

Src Dst Out Qut MNbr Nbr
BEE-ID BB-ID Index Interface Hops Cost Index Interface BW Trunk
__________________________ I_________________________________________________________
10 20 le Te 10/0/9 1 200 B Te 20/0/9 20G Yes
20 24 Te 10/0/17 1 500 10 Te 20/0/11 1oc ¥es
AV,
&u3"3310
Ny
Q%Eéfl
- 2 3 2!
Iperf Client Iperf Server

192.168.0.200 192.168.0.100



Veritying Interface Usage

EBEl10# show interface ten 10/0/10 | inc rate

Queueing strategy: fifo
Input 13.412864 Mbits/sec, 167320 packets/sec, 0.13% of line-rate
Output 355.447528 Mbits/sec, 32928 packets/sec, 3.55% of line-rate

EE10# show interface ten 10/0/9 | inc rate

Queueing strategy: fifo
Input 13.348528 Mbits/sec, 16648 packets/sec, 0.13% of line-rate
Output 353.782808 Mbits/sec, 32776 packets/sec, 3.54% of line-rate

EBl10# show interface ten 10/0/17 | inec rate
Queusing strategy: fifo

Input 0.000000 Mbits/sec, 0 packets/sec, 0.00% of line-rate
cutput 0.000000 Mbits/sec, 0 packets/sec, 0.00%|of line-rate

« ECMP between multiple path of the same cost

* How to use this link?



Tratfic Generation with multiple sessions
[pert Client & Server Configuration

Iperf Server 192.168.0.100

C:\>» iperf -s -P 8 -p 5001 -w 1M -t 60

8 sessions 60 seconds
Iperf Client 192.168.0.200
C:\> iperf -c 192.168.0.100 -P 8 -p 5001 -w 1M -t 60
Client connecting te 192.168.0.100, TCP port 3001
TCP window size: 1.00 MByte
212] local 1%2.168.0.200 port 61370 connected with 192.168.0.100 port 5001
[204] local 19%2.168.0.200 port €136% connected with 19%2.168.0.100 port 5001
[18&] local 19%2.1€8.0.200 port €13¢€8 connected with 19%92.1€8.0.100 peort 3001
[180] local 1%2.1c8.0.200 port €1366 connected with 19%2.168.0.100 port 5001
[164] local 19%2.168.0.200 port €13¢€4 connected with 19%92.1€8.0.100 peort 3001
[188] local 19%2.168.0.200 port €1367 connected with 19%2.168.0.100 port 3001
[172] local 1%2.16E.0.200 port €1363 connected with 192.168.0.100 port 5001
[1536] local 1%2.1c68.0.200 port €1363 connected with 192.168.0.100 port 3001
[ ID] Interval Transfer Bandwidth
[1%6] 0.0-80.0 sec 520 MBytes T72.7 Mhits/sec
[188] 0.0-80.0 s=c 560 MBytes T78.3 Mbits/sec
[172 0.0-80.0 sec 547 MBytes T6.4 Mhits/sec
[1e4] 0.0-80.2 s2C 447 MBytes 62.2 Mbits/sec
[180] 0.0-80.3 sec €47 MBytes 90.0 Mbits/sec
[212] 0.0-80.4 =s=c 603 MBytes £83.7 Mbits/sec
[204] 0O0.0-80.4 sec 587 MBytes E2.89 Mhits/sec
[158&] 0.0-80.5 sec €75 MBytes 93.6 Mbits/sec
[SUM] 0.0-80.5 s=c 4.49 GBytes €37 Mbits/sec




Veritying Interface Usage

EBl10# show interface ten 10/0/9 | inc rate

Queueing strategy: fifo
Input 7.143688 Mbits/sec, 8879 packets/sec, 0.07% of line-rate
Qutput 310.850752 Mbits/sec, 28812 packets/sec, 3.11% of line-rate

EBl10# show interface ten 10/0/10 | inc rate

Queueing strategy: fifo
Input 10.224272 Mbits/sec, 12670 packets/sec, 0.10% of line-rate
Qutput 313.923220 Mbits/sec, 29100 packets/sec, 3.14% of line-rate

EB10# show interface ten 10/0/17 | inc rate

Queueing strategy: fifo
Input 2.734152 Mbits/sec, 33%¢ packets/sec, 0.03% of line-rate
Qutput 185.672660 Mbits/sec, 17209 packets/sec,| 1.86% |of line-rate




S EVLAN




= EVLAN

s EAZBVDXAER - EAEBIAIVCS Mode - VLANEL EF &
5 15

Jdlinl

1.Fabric Cluster Mode

FEURIVE & - VIANBZ 2 ERIVDXAZ e E T E -

2.Logical Chassis Cluster Mode

FEULREE | -

HBEE principal node (coordmator)VDXé&Tﬁ'EﬁEﬁ [iT=T
VLAN - 1HEAVLANEZ & E B E)E R 2lCluster NAIPF B VDX R 88



= EVLAN

HHEVLAN
« FTIZ & —VLAN

VDX6720(config)# interface Vlan 10

o« FTIE S E EEVLAN
VDX6720(config)# interface Vlan 10-12

« 1B S B FEE A VLAN
VDX6720(config)# interface Vlan 20,30



view VLAN information

e Use the show vlan brief command

RE10# show vlan brief

Total Number of VLANs configured : 4

VLAN Name State Ports

(F) -FCoE (u) -Untagged, (t)-Tagged
(c) -Converged

1 default ACTIVE Po 1(t) Po 20(t) Te 20/0/2(u)
Te 10/0/2(u)

10 VLANOO10 ACTIVE FPo 1(t) Po 20(t)

20 VLANOOZ20 ACTIVE Po 1(t) Po 20(t)

1002 (F) VLAN1OOZ ACTIVE




=2 EVLAN

VLAN bind IP (Interface VE)

* &% B RIVESE

VDX6720# show running-config rbridge-id 1 interface ve
rbridge-id 1

interface Ve 2

ip proxy-arp

ip address 192.168.2.1/24

no shutdown
|

i-nterfaﬂe Ve b
Ip proxy-arp
ip address 192.168.5.1/24

no shutdown
I

« ¥ri¥Interface VE

VDX6720# conf t
VDX6720(config)# rbridge-id 1

AIEEVEZRET > #STAlEVLAN
VE IDZEFIVLAN ID—E{

{541 - Ve 10 ¥ffEVLAN 10

VDX6720(config-rbridge-id-1)# interface Ve
VDX6720(config-Ve-10)# ip address 192 168.10.1/24




=v EEdge Port
Tagged, Untageged, vLAG (port-channel)




=x EEdge Port (1.2)

arfd H BiEdge portit &

VDX Edge port TEEZ AL3
+ %1% BFU Edge port 52 7€

YDEGT208 show running-config interface TenGigabitEthernet
interface TenGigabitEthernet 1/0/1

fabric is! enable ﬁﬁ% Interfacedstl

fabric trunk enable

no shutdown

':nt&rfuc:e TenGigabitEthernet 1/0/2 G Iga bItEth erHEt - 1G bE
fabric slenabie TenGigabitEthernet — 10GbE
1o shutdown FortyGigabitEthernet — 40GbE
interface TenGigabitEthernet 1/0/3 HundredGigabitEthernet — 100GbE

fabric izl enable
fabric trunk enable
no shutdown

! Port-channel
interface TenGigabitEthernet 1/°0/4 F| b reCha nne |

fabric isl enable
fabric trunk enable

no shutdown
!




= EEdge Port (1.2)

« 52 TEEdge port & L2 - HAUntagged
VDX6720(config)# interface TenGigabitEthernet 1/0/10
VDX6720(conf-if-te-1/0/10)# switchport
VDX6720(conf-if-te-1/0/10)# switchport mode access
VDX6720(conf-if-te-1/0/10)# switchport access vlan 5

« 1847 7 HilEdge portsX & - Rconfig I + ERIEdo
VDX6730(conf-if-te-1/0/10)# do sh run int te 1/0/10
interface TenGigabitEthernet 1/0/10
fabric isl enable
fabric trunk enable
switchport
switchport mode access
switchport access vlan 5

spanning-tree shutdown

no shutdown
!



=t 7EEdge Port (1L2)

« X TEEdge port % L2 - B Htagged
VDX6720(config)# interface TenGigabitEthernet 1/0/11
VDX6720(config)# int te 1/0/11
VDX6720(conf-if-te-1/0/11)# switchport
VDX6720(conf-if-te-1/0/11)# switchport mode trunk
VDX6720(conf-if-te-1/0/11)# switchport trunk allowed vlan ?
Possible completions:
add Allow these VLANs to Xmit/Rx through the Layer2 interface
all Allow all Dot1Q VLANSs to Xmit/Rx through the Layer2 interface
except Allow all VLANs except this vlan range to Xmit/Rx through the
Layer2 interface
none Allow no Dot1Q VLANs to Xmit/Rx through the Layer2 interface
remove Remove a VLAN range that Xmit/Tx through the Layer2 interface

VDX6720(conf-if-te-1/0/11)# switchport trunk allowed vlan all



=x EEdge Port (1.2)

sx EEdge port £ Layer 2 switch port » tagged

« 1 %5 Z BllEdge portz& & - hlconfig N - ZRIEdo
VDX6720(conf-if-te-1/0/11)# do sh run int te 1/0/11
interface TenGigabitEthernet 1/0/11
fabric isl enable
fabric trunk enable
switchport
switchport mode trunk
switchport trunk allowed vlan all
switchport trunk tag native-vlan
spanning-tree shutdown

no shutdown
!



Veritying Interface Status

RB10# show ip interface brief

Interface IP-Address Status Protocol
TenGigabitEthernet 10/0/1 unassigned up down__
TenGigabitEthernet 10/0/2 unassigned up | down |

* Protocol down?

* What type of SFP do you have? Without Brocade Branded
SFPs no auto-sensing, specify interface speed




Veritying Interface Status

* Other SFPs, specify the speed

RB10 (config)# int ten 10/0/2
RB10 (conf-if-te-10/0/2)# speed 1000

Interface IP—Lddress Status Protocol

TenGigabitEthernet 10/0/1 unassigned up
TenGigabitEthernet 10/0/2 unassigned up up




Veritying Interface Status

* Brocade Branded SFPs, do not specify the speed

* |f the speed was previously specified, check the status

RB10 (config) # do show logging raslog
2013/03/26-13:29:33, [mMsM-102&], 19%33, DCE, INFO, RE10,
TenGigabitEthernet 10/0/2 is inserted.

2013/03/26-13:39:34, [NSM-1027], 1934,
TenGigabitEthernet 10/0/2 is removed.

DCE, INFO, RBE10,

2013/03/26-13:39:38, [NSM-1028], 1935,
interface TenGigabitEthernet 10/0/2 is detected.

DCE, ERROR, RB1O,

3FP transcelwver for interface

3FF transceiwver for interface

Incocmpatikble SFP transceiver |for

RB10 (conf)# do show running-config interface ten 10/0/2

interface TenGigabitEthernet 10/0/Z2
speed 1000
fabric isl =nakls
fabric trunk emnakle
switchport
switchport mode access
switchport access wlan 1
shutdown




Veritying Interface Status

 Brocade Branded SFPs

* Remove the speed, then re-enable the interface since it
was automatically shut by the system previously

EB10 (config)# int ten 10/0/2

RBl0 (conf-1f-te-10/0/2)# no speed 1000
EBl0(conf-1if-te-10/0/2)# no shut

EBl0 (conf-1f-te-10/0/2)# do show ip int brief

Interface IF-Lddress Status Frotocol

TenGigabitEthernet 10/0/1 unassigned up down
TenGigabitEthernet [10/0/2 unassigned up up




s EEdge Port & vLAG (port-channel)

» After completing this module, attendee’s should be able to:

- Describe the concept of a VCS™ Virtual Link Aggregation Group
(VLAG)

- Discuss how to implement and provision a VCS vLAG

- ldentify how MAC learning and multicast traffic is handled on a
vLAG




vLAG Introduction

* AVLAG is a fabric service that allows LAGs to originate from
multiple Brocade VDX™ switches acting as a single logical link
to an external switch or server

- It acts the same way as a static LAG or a standard dynamic LAG
using the Link Aggregation Control Protocol (LACP), a method to
control the bundling of several physical ports together to form a

single logical link or trunk

- Ethernet Fabric ] - ;- Ethernet Fabric ] —

S T
d

Ethemnet Switch ‘ Standard LAG]

Ethemet Switch




vLAG Features

* Provisioning and management is consistent with a standard
LAG implementation

* Interoperable with servers and third-party switches
- Standard LACP (IEEE 802.3ad)-based interoperable solution

* Supports VLAG links across two VDX switches
- They do not need to be directly connected

* From a user perspective, features running on top of the vLAG
are configured and operate similarly to features running over a

standard LAG (i.e. ACL, QoS)

* A[E NOSHRA » A7 $E S VDX A HA S 2 & A [E]
NOS 4xx » 0[5 8 &
NOS3xx> A[fE4 &
NOS2xx> A[fE2 &



VLAG versus LAG Provisioning

* Once VCS detects that the LAG configuration spans multiple
VDX switches, the LAG automatically becomes a vLAG

* The standard "Admin Key™ (Channel #) provisioning needs to be
the same for ports that belong to the same vLAG

* Only ports with same speed are aggregated




VLAG configuration Steps

* Create port channel interfaces on both participating VDXs
RB1 (config) # interface port-channel 10
RB1 (config-Port-channel-10) # switchport
RB1l (config-Port-channel-10)# switchport mode trunk
RB1 (config-Port-channel-10)# switchport trunk allowed vlan all
RB1 (config-Port—-channel-10) # no shutdown

RB2 (config)# interface port-channel 10

RB2 (config-Port-channel-10) # switchport

RB2 (config-Port-channel-10)# switchport mode trunk

RB2 (config-Port-channel-10) # switchport trunk allowed vlan all
RB2 (config-Port-channel-10)# no shutdown




Port-channel 1.2 & FHE% &

« WMEAECE port-channel » FFEdge port #Y L2 5% %€ v] frport-channel TECE
VDXE6T20(config)# interface Port-Channel 10 AL L oy
VDXE720(config-Port-channel-10)# switchport s e A
VDXET20(config-Port-channel-10)# switchport mode access

WDXET 20({config)# interface Port-channel 10
VDXET200(config-Port-channel-10)# switchport acoess vlan o VDX67 20(config-Port-channel-10)#

)

)
VDX6720(config-Port-channel-10)# mtu 9216
VDX6720(config-Port-channel-10)# qos flowcontrol tx on rx on Possible completions:
)

VDX6720(config-Port-channel-10)# speed 1000* description  Interface specific description
mtu Set mtu value to interface
gos Quality of Service (QJoS5)
speed Set speed informational parameter
switchport Set the switching characteristics of the Laver2 interface

« M Z Hiport-channel %€ @ Fconfig T » BETEdO

VDX6720(config-Port-channel-10)# do sh run int po 10
interface Port-channel 10

:&gﬁqﬂgggnht Al s fEport-channel & » j2 5 7R HEECE - HitEEdge port3E
U 9216 =i port-channel : _
switchport ##% Edge port}310GbE - {H{3 ff1Gb SFPEF - FE:EESpeed 1000 -
switchport mode access VDNET20{config-Part-cl -0}z speed ? VDXBT 20{conf-ifte-1/0/12)2 speed 7

. con art-Chianmnel- 5 ’ ConT-ir-1e- Sp E
SWItEhpDI"l access vian 5 Possible completions: Possible completions:
gjos flowcontrol tx on rx on [10000] — TESE 5106 1000 1Gbps
spanning-tree shutdown 1000  1Gbps 10000 10Gbps

10000 10Gbps auto Auto negotiation (default]

shutdown 40000 40Gbps

! 100000 100Gbps

=




VLAG configuration Steps (cont.)

* vLAG between Server A and Switches RB1 and RB2
RB1 (conf-ifte-1/0/21) # channel-group 10 mode active

RB2 (conf-if-te-2/0/21) # channel-group 10 mode active

Syntax:

channel-group number mode [active | passive | on]
[type standard | brocade]

no channel-group

type specifies the type of LAG.
standard specifies the 802.3ad standard-based LAG.

brocade specifiesthe Brocade proprietary hardware-based trunking.

mode specifies the mode of Link Aggregation.
active enables the initiation of LACP negotiation on an interface.
VLAG 0 passive disables LACP on an interface.

on enables static link aggregation on an interface.
Server A

=




Verifying vLAG Formation

* To view VLAG details perform (recommended on all nhodes of
VLAG) the show port-channel detail command

RBl# show port-channel detail
Aggregator Po 10 (VLAG)

Member switches:

RBridge id 1 (2)
RBridge id 2 (2)
Actor System ID - 0x8000,01-e0-52-00-01-00

Actor System ID Mapped Id: 0O

Admin Key: 0010 - Oper Key 0010

Receive link count: 2 - Transmit link count: 2
Individual: 0 - Ready: 1

Partner System ID - 0x0001,01-80-c2-00-00-01

Link: Te 1/0/21 (0x18150014) sync:|1
Link: Te 1/0/22 (0x18160015) sync:|1 Sync: 1 means that link is up,
Sync: 0 means that link is down




Inter-VLAN Routing




Integrated Switching and Routing

P Subf)e( D

* Switch within a VLAN Rover i
(port-to-port)

Switch Switch Switch

DO G ¢

* Route between VLANSs
(VLAN-to-VLAN)
1.Configure port-based VLAN
2.Define Virtual Interface (VE)
3.Assign an IP address to the VE




Inter-VL AN Configuration

RB10 (config)# rbridge-id 10

REB10 (config-rbridge-id-10) # interface ve 10
RBE10 (config-Ve-10)# ip addr 192.168.10.253/24
RB10 (config-Ve-10) # no shut

RE10 (config-Ve-10)# int ve 20

RE10 (config-Ve-20)# ip addr 192.168.20.253/24
RB10 (config-Ve-20) # no shut

VE 10 * Configure pings between the
192 168.10.253/24 two |ap tDpS
VE 20
* What happens if RID10
fails?

VLAN 10 VLAMN 20
IP: 152_168.10.100/24 IP: 15%2.168.20.100/24
GW: 152 .168.10.253 GW: 15%2.168.20.253




Veritying Inter-VLAN

EBE10# show ip route rbridge-id 10
Total number

aof IP routes:

4

Type Codes — B:BGP D:Connected I:ISI8 0:03FPF R:RIP S:Static; Cost — Dist/Mstric
BZE (Codes — 1:1BEP =:=BGP
I3IS Codes - Ll:Level-1l LZI:Level-2
OSPF Codes — i:Inter Area l:External Type 1 Z:External Type 2 s:3ham Link
Destination Gateway Port Cost Type Uptime
1 0.0.0.0/0 1%2.1€8.0.254 mgmt 1 1/1 3 lh31lm
2 1%92.168.0.0/24 DIRECT mgmt 1 o/0 D 1hZ%m
3 1%2 . 1lg8.10.0/24 DIRECT Ve 10 0/0 ] 1dmzT=
4 152 . 1g8.Z20.0/24 DIRECT Ve 20 0/0 ] 1ldml5S=
EBl0# show ip int brief rbridge-id 10 | inc V
Interface IP-Rddress Vrf Status VEs are LIP Protocol
Ve 10 182.1e8.10.253 default-vrf up up
Ve 20 182.108.20.253 default-wvrf up up
Vlian 1 unassigned administratively down down
Vlian 10 unassigned up up
Vlian 20 unassigned up up
Vlian 4093 unassigned up up
Vlian 4085 unassigned adminiscratively down down




Veritying Inter-VLAN

FB10# show wvlan brief

Total Number of VLAN=s configured : 4

VLEN Name State Ports

(F) —FCoE (u) Untaggsed, (t) -Tagged
(c) Converged

1 defanlt ACTIVE| Po 1(t) Po 20(t)
10 VLANOOLO ACTIVE| Po 1(t) Po Z20(t)
20 VLANOOZ0 ACTIVE| Po 1(t) Po 20 (t)
1002 (F) WVLAN1OOZ ACTIVE

All VLANs Active



Inter-VL AN Configuration

Configure at least two VDXs as Routers for Redundancy

EB20 (config)+# rbridge-id 20
RB20 (config-rbridge-id-20)# interface ve 10
RB20 (config-Ve-10)# ip addr 192.168.10.252/24
RB20 (config-ve-10)# no shut
RB20 (config-Ve-10)# int wve 20
RB20 (config-Ve-20)# ip addr 192.168.20.252/24
RB20 (config-Ve-20)# no shut

VE 10 VE 10

192 168.10.253/24 192 168.10.252/24

@ VE 20 ' ' VE 20
192.168.20.253/24 VCS10 192.168.20.252/24

G * Much better, but the
clients/servers still use
one or the other router
as gateway, but not
both

VLAN 10 VLAN 20
IP: 152 168.10.100/24 IP: 192.168.20.100/24
GW: 1%2.168.10.253 GW: 1%2.168.20.253




Veritying VCS MAC Forwarding Database

FE10# show mac-address-table

VlanId Mac—-address Type State Ports

10 0005.339%4.ebde System  Remote XX 20/X/X
10 U0Z&6.5511 . ddte Dynamic Actiwve Po 1

20 0005.3394.ebde System  Remote XX 20/X/X
20 0021.7097.bdf3 Dynamic Active Po 20
Total MAC addresses ;4

EBEZ20# show mac-address-table

VlanId Mac-address Type State Ports

10 0005.33b6e.0f5d System Remote XX 10/%X/X
10 0026.5511.ddfe Dynamic Active Po L

20 Q0005.33ke.0fod System Remote XX 10/X/X
20 0021.7097.bd£f3 Dynamic Active Po 20
Total MAC addresses : 4

EBZ20# show wvcs

Config Mode : Distributed

VCS ID : 10

VC3 GUID : 02a35=2B85-6T760-4fe7-ablZ-c08Bcb22&013

Total Number of Nodes : 2

Ebridge-Id TN Managemsnt IF Status HostNams
140 10:00:00:05:33:BE:0F:7C 192.1&E8.0.140 Online BEE10

20 >10:00:00:05:33:94 :EBE ZD* 192 .168.0.20 Online BEZ20
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NOS v3.0.0 ACL Feature Overview

* NOS v3.0.0 supports:

- Filtering based on L2 and L3 header information:
* (L2) MAC access list; (L3) IPv4 access list (new)

- L2 ACL binding to physical interfaces, LAG interfaces and VLAN
interfaces in L2 mode

- L3 ACL binding to physical interfaces, LAG interfaces and VE
interfaces regardless of their mode

- ACLs on all VDX platforms
- L2/L3 binding in both ingress and egress directions?
* An implicit default “permit any” rule at the end of a L2 ACL

« An implicit default “deny any” rule at the end of a L3 ACL



ACL

* Two types of ACLs:
- Standard ACLs filter packets based on source |IP address only

- Extanded ACLs filter packets based on source and destination
|IP addresses, TCP/UDP ports, or protocol number

* Only one ACL per interface per direction (inbound or
outbound) can be assighed




Configuring Standard ACLs

* How to configure ACLs:
- Define the ACL(s) globally
- Assign them to interfaces(s)

» Standard ACL Syntax:

swl (config)# ip access-list standard NAME
[no] [seg seg—value] {permit | deny | hard-drop} {any | SIP mask | host 3IF} [count] [log]
swl (configipacl-std) # deny 192.168.1.0 0.0.0.255

* CIDR and wildcard masks are supported
* seq option to insert a rule anywhere in the I[P ACL

* Apply MAC/IP ACL to a L2 or a VLAN Interface

swl (conf-if-te-1/2/5)% ip access—group ip example in




Configuring Extended ACLs

* Extended ACLs let you filter packets based on the
following information:

- |IP protocol
- Source / Destination IP address or host name
- Source / Destination TCP or UDP port




Extended ACL Examples (cont.)

* Example:
- Block a host with the IP address 10.24.26.145 from telnetting
- Block http traffic
- All other IP traffic is permitted

Router (config)# ip access-list extended ip example

Router (config-ip-ext)# seq 5 deny tcp host 10.24.26.145 any eqg 23
Router (config-ip-ext)# seq 7 deny tcp any any eg 80
(

Router(config-ip-ext)# seq 15 permit tcp any any

Router (config)# interface ethe 1

Router(config-if-1/1)# ip access-group ip example in




General Guidelines for Using ACLs

* ACLs are executed sequentially from top to bottom

* Generally, place the «deny» statements before the
«permit» statements

* There Is an implicit «deny» statement at the end of
each ACL

- Specific statements should be before general statements
- All traffic not specifically permitted will be automatically denied

* |f possible apply ACLs inbound rather than outbound



Display ACL Status Example (cont.)

e Status on all ACLs bound to an interface

swlf show access-list interface tengigabitethernet 1/4/11 in

ip access-list ip example on TenGigabitEthernet 1/4/11 at Ingress

(From User)

seq 10 permit ip host 192.168.1.1 host 192.85.1.2 count (Active)
seq 20 permit ip host 192.168.2.2 host 192.85.1.2 count [(Active)

e Status on an ACL on all interfaces on which it is bound

swO# show access-list ip ip_example in

ip access—-list 1ip example
seq 10 permit 1ip host
seq 20 permit ip host
ip access-list ip example
seg 10 permit ip host
seg 20 permit ip host

on TenGigabitEthernet 1/4/11 at Ingress
192.168.1.1 host 192.85.1.2 count (Actiwve)
192.168.2.2 host 192.85.1.2 count (RActiwve)
on TenGigabitEthernet 1/4/12 at Ingress
192.168.1.1 host 192.85.1.2 count (Active)
192.168.2.2 host 192.85.1.2 count (Active)

=



Display ACL statistics example

 Stats for a given ACL for all interfaces it is bound

swO# show statistics access-list ip ip example in

ip access-list ip example on TenGigabitEthernet 1/4/11 at Ingress (From User)
seq 10 permit ip host 122.168.1.1 host 19Z2.85.1.2 count (0 frames)
seq 20 permit ip host 122.168.2.2 host 122.85.1.2 count (0 frames)

ip access-list ip example on TenGigabitEthernet 1/4/12 at Ingress (From User)
seq 10 permit ip host 192.168.1.1 host 182.85.1.2 count (0 frames)
seq 20 permit ip host 192.168.2.2 host 182.85.1.2 count (0 frames)

« Stats for all ACLs bound to a specific interface

sw(# show statistics access-list interface tengigabitethernet 1/4/11 in

ip access-list ip example on TenGigabitEthernet 1/4/11 at Ingress (From User)
seq 10 permit ip host 192.168.1.1 host 192.85.1.2 count (0 frames)
seq 20 permit ip host 192.168.2.2 host 192.85.1.2 count (0 frames)

=




Configuring Standard ACLs(1.2)

* Example :
block host with mac address aaaa.bbbb.cccc

swO(config)# mac access—list standard testl
swO(conf-macl-std)# deny host aaaa.bbbb.cccc

or

swO(conf-macl-std)# deny aaaa.bbbb.cccc f{ff.fff{f.{fff

swO(config)# interface TenGigabitEthernet 41/0/5
swO(conf-i1f-te-41/0/5)# mac access—group testl in



Configuring Extended ACLs(1L2)

* Example :
block host from with mac address aaaa.bbbb.cccc to any

swO(config)# mac access—list standard test2
swO(conf-macl-std)# deny host aaaa.bbbb.cccc any

swO(config)# interface TenGigabitEthernet 41/0/7
swO(conf-if-te-41/0/5)# mac access—group test2 in




Password Recovery




Password Recovery

« FIHERT - &2l Hit ESC to stop autoboot:5FF + 3% MESC -
e Pk #EEBETE + #EFE3) Enter command shell.

In: z2erial

Ont: =erial

Err: =zerial

Net:  eTSECO, eTSECI

et bootstatusm: BS LOAD OS5, platform_index = 0
Hit E=C to ztop antoboot: 0

17 Start svzten.
21 Becover pasaword.

41 Enter command shell.

Option?) 3



Password Recovery

« HIRATAE - EA
=> setenv OSLoadOptions "single"
=> saveenv

=> boot

Ebﬂj LR B E




Password Recovery

« Z 2| H38sh-2.044

kFjournald starting. Commit interval b zeconds
okay

Freeing unuzed kernel memory: 156k init

INIT: wersion 2.78 hooting

'owetPC Book-E Watchdog Timer Enabled (wdt pHIIHﬂ kY
'owetPC Book-E Watchdog: S0 New period zet to 3000 millizec




Password Recovery

- K EHA
sh-2.04# mount -o remount,rw /
sh-2.04# mount /dev/hda2 /mnt
sh-2.04# /sbin/passwddefault
sh-2.04# bootenv OSLoadOptions "quiet;quiet”
sh-2.04# reboot -f
c IR EBENRENRE
ah-2. 048 mount -o remount,rw ¢

EXT3-fa (hdad): uging Internal journal
fdev/hdaZ funt

ah-2. 048 Febin/pazawddetan [t

11 account pazswords have been zuccessfully zet to factory defaunlt.
sh-2. 048 booteny OsLoadUptionz “quiet:quiet’
-1

Reastarting svaten.




Password Recovery

« BXEISEAE - HIRBEAZH - £ Hroot/fibranne®

ion iz complete. NOS iz ready to handle all commands.




Password Recovery

= that are intended

1y by the Equipment vendor' &
'ﬂ“slity nade available
=3 =yl ificant harm and

dl..IHp’rlnu Tn ThH Hl.“-'IiTIHJl of ThH .'_uII ’thll

Tﬁnr nEe ﬁf the functionality made
at vour mole rizk and you azsune 3

; da for switch de“f
C to exit or press 'Enter'




Password Recovery

* fenterdusE - IR B rootl VB HERIEK - /D Eg(E

TG @HU/\ﬁ:)ﬁ?ﬁHﬂﬁst:roob

Changing dHTiHlT pagevord for "root”
Marning: 2 to  the Koot account may be required for
of  the 'E;‘.T.-TiTn h. Fleaze enzure the Eoot
unented in a zecure location. Eecowery of a
word will I'E;—;.u.lt. in downtime.

Enter new pasawy

Pasegnrd mnzt he hetween & and 40 characters long.
Enter new password:

Re-twpe new pasaword:

agewd: all avthentication tokens updated svccessfullw

ing pasawords to stable 2torage.
0 =1 : e aunccezafully

awll:root=




Password Recovery

e Bl AnoscliZE ACLITH
swO:root> noscli

ayll:roots nozcli

MAEWING: The defavlt paseword of 'veer' account has not been

Melcome to the Brocade Network Operating Svetem Software
admin connected from [27.0.0.1 wging congole on awl

oty ¥




Password Recovery

Ek}

« 7 A configurationf®2 T\, B8 tadmin Y 28
config
swO# configure
swO(config)# username admin password password
swO# copy running-config startup-config

B iﬂﬁﬁ@:zéstartup-

aw(#Ffcont ienre

. H'IFE' VDE6T20-24, Changed account admin.

121 15:01:46, [0CH-1101 mning-confie to startup-confle operation stocessful on this




Password Recovery

« FIHERT - &2l Hit ESC to stop autoboot:5FF + 3% MESC -
e Pk #EEBETE + #EFE3) Enter command shell.

In: z2erial

Ont: =erial

Err: =zerial

Net:  eTSECO, eTSECI

et bootstatusm: BS LOAD OS5, platform_index = 0
Hit E=C to ztop antoboot: 0

17 Start svzten.
21 Becover pasaword.

41 Enter command shell.

Option?) 3



Password Recovery

- HIRMSAE - A
=> setenv bootargs "root=/dev/sdal rootfstype=ext4 quiet S"
=> saveenv

=> boot

- GRS R 1 E%?FQE?J

not }ku aet,
ot=/dev/zdal rootfstype=extd quiet 5"

~aving En ironment to NVEAM...
> rezetl




Password Recovery

« £ 2| H IR sh-2.04#
FMAN microcode TC zize Oxlhod
default MIT iz OwclOad4000 for t=ecl
defanlt MIT iz OuclQacO00 for tzecl

Thoot wdt counter value: 0
INIT: werzion 2.78 booting
ah-2 . 04#




Password Recovery

- A

sh-2.04# mount -vo remount,rw,noatime /
sh-2.04# mount /dev/sda2 /mnt
sh-2.044 /sbin/passwddefault
sh-2.04# bootenv bootargs "root=/dev/sdal rootfstype=ext4 quiet"
sh-2.04# partman -r
. a”%%i”ga%ﬁﬁﬁb

ah-2.04# lnount -vo remount,rw,noatimne /
fdeviroot on Tap extd (rw,noatine)
ah-2.04# fmount /o« a/ fmnt
ah-2. 044 1/ s hln wddetan]t

411 = F pas ‘dz have been suc .fnll HT .o fﬂFTﬁrF defanlt.

ah-2. H4# hnnTHu hootares "root=/dev/ads =xtd quiet”
ash-2.04#fpartman -r
bv“:lu_ TllH avate




Password Recovery

« BXEISEAE - HIRBEAZH - £ Hroot/fibranne®

ion iz complete. NOS iz ready to handle all commands.




Password Recovery

= that are intended

1y by the Equipment vendor' &
'ﬂ“slity nade available
=3 =yl ificant harm and

dl..IHp’rlnu Tn ThH Hl.“-'IiTIHJl of ThH .'_uII ’thll

Tﬁnr nEe ﬁf the functionality made
at vour mole rizk and you azsune 3

; da for switch de“f
C to exit or press 'Enter'




Password Recovery

* fenterdusE - IR B rootl VB HERIEK - /D Eg(E

TG @HU/\ﬁ:)ﬁ?ﬁHﬂﬁst:roob

Changing dHTiHlT pagevord for "root”
Marning: 2 to  the Koot account may be required for
of  the 'E;‘.T.-TiTn h. Fleaze enzure the Eoot
unented in a zecure location. Eecowery of a
word will I'E;—;.u.lt. in downtime.

Enter new pasawy

Pasegnrd mnzt he hetween & and 40 characters long.
Enter new password:

Re-twpe new pasaword:

agewd: all avthentication tokens updated svccessfullw

ing pasawords to stable 2torage.
0 =1 : e aunccezafully

awll:root=




Password Recovery

e Bl AnoscliZE ACLITH
swO:root> noscli

ayll:roots nozcli

MAEWING: The defavlt paseword of 'veer' account has not been

Melcome to the Brocade Network Operating Svetem Software
admin connected from [27.0.0.1 wging congole on awl

oty ¥




Password Recovery

Ek}

« 7 A configurationf®2 T\, B8 tadmin Y 28
config
swO# configure
swO(config)# username admin password password
swO# copy running-config startup-config

B iﬂﬁﬁ@:zéstartup-

aw(#Ffcont ienre

. H'IFE' VDE6T20-24, Changed account admin.

121 15:01:46, [0CH-1101 mning-confie to startup-confle operation stocessful on this
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